Risk Management and the
ADWG / AGWR Frameworks:

The how to guide for local utilities
Wednesday 9 September 2009
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Introduction

Managing your water ‘product’:
“Frameworks”
Why we need to manage the ‘product’
Workshop around key ‘framework’ steps:
Flow diagram
Hazard and risk assessment
Critical Control Points
Monitoring




What we will focus on.....
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.....and monitoring — what type?
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Overview of Water Quality Risk
Management Frameworks

The same for all types of water ‘product’
— even Source Control

Water )

Safe Water?

Safe, reliable water sources dwindling

Contamination of water and products
made from it happens

Deaths from water still happen in affluent
nations




Canada, Walkerton, Ontario, 2000

Hazards: E. coli 0157:H7 &
Campylobacter jejuni:

7 dead (including a 2 year old),
ca 2,300 ill

Water supplied by local water
utility
Operators, managers &

government cutbacks found
responsible

Hazard source identified:

Cow manure washed into the
well

No monitoring therefore turbidity
and lack of chlorine were not
picked up in time

M!‘\! | O’Connor, 2002

USA, Alamosa, Colorado, 2008

Hazard: Salmonella:

Worst disease outbreak from drinking water
anywhere in the United States since 2004

At least 442 cases of salmonellosis confirmed
(with many more suspected) and one death

Hazard source:

Water obtained from a deep well system
Water not chlorinated

In-ground storage tank was in poor condition
Reticulation system over 100 years old
nature.com Suspected cause of contamination:

Influx of animal faeces through cracks in the
concrete during the winter snow-melt

W Olinger, D. (2009) Tainted water still burdens town. Denver Post 22
March 2009. http:/iwww.denverpost.com/ci_11968436




A Wakeup Call....

Sydney Morning Herald, Sun Herald; 1998

A ‘Framework’ was developed....

Applicable to all supplies
Flexible
Equivalent to Food Safety Programs incorporating HACCP
plus:
multiple barriers
engaging stakeholders
community involvement and awareness
water-friendly terminology

Analogous to ISO 22000:

Food safety management systems - Requirements for any
organization in the food chain




The Framework Elements

-

Commitment
E1: Commitment to Drinking Water Quality Management

System Analysis &

—Management Supporting

- — R H t
o/ E2: Assessment of the Drinking \ equirements
( Water Supply System

« E7: Employee
Awareness & Training
« E3: Preventative Measures for
\Dﬂin_ql/\/ati Qﬁ]ity Managemenu « E8: Community
- = Awareness &
¢~ EZTOperational Procedures &~~~ 1 Involvement
Process Control

ES5: Verification of Drinking Water Development

~

Review
E11: Evaluation &
Audit

E12: Review &
Continual
Improvement

Quality Management L
« E10: Documentation &

E6: Incident & Emergency Reporting
Management

Element 2.1:

Assessment of the System




Assessment of the System

Water supply system analysis
Assessment of water quality data

Develop a scheme flow diagram

Scheme flow diagram components

All sources All uses

All process and All users

treatment steps :
P Handover point

All bypasses Compliance point

All chemicals

All discharges
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Trade Waste Management

Utility Controls
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P Primary Treatment
1

Tertiary Treatment

Internal reuse

Discharge to River

S Handover point

Customer Site
Controls
- Irrigation at night
- Fencing
- Signage
- Monitoring

Customer End
Uses
- Golf Course
Irrigation

- Other &=

Customer Controls

Customer
Storage Dam

Worksheet: construct a flow diagram

Choose a scheme you can relate to
Drinking water or recycled water
Current or proposed

Use ‘boxes’

Not a SCADA or P&ID

10 minutes




Element 2.4:
Hazard identification and risk assessment

Hazard identification & risk assessment

Define the approach and methodology to be used for
hazard identification and risk assessment.

Identify and document hazards, sources and hazardous
events for each component of the water supply system

Estimate the level of MAXIMUM risk for each identified
hazard or hazardous event

Document the control / preventive measures

Estimate the level of RESIDUAL risk for each identified
hazard or hazardous event




Definitions

Hazard: A physical, chemical or biological agent in the water with the
potential to cause an adverse effect. It is important to understand and
associate the types of hazards with the hazardous events because it
allows us to put in place appropriate control measures.

Hazardous Event: A causal event that introduces contaminants
(hazards) to the water e.g.:

Risk Analysis: The process of collecting and evaluating information
on hazards and conditions leading to their presence to decide which
are significant for water quality risk management.

Risk Matrix

A risk assessment matrix will be used
based on the approach recommended in
the Australian Drinking Water Guidelines
2004 and the AS/NZS 4360:2004 Risk
Management Standard.

Matrix in the AGWR 2006 is slightly
different but the concept is the same

Risk = Likelihood x Consequence




Risk Matrix - likelihood

Level  Descriptor Example description
A Almost certain Is expected to occur in most circumstances
B Likely Will probably occur in most circumstances
C Possible Might occur or should occur at some time
D Unlikely Could occur at some time
E Rare May occur only in exceptional circumstances
Risk Matrix - consequence
Level Descriptor Example description
1 Insignificant Insignificant impact, little disruption to normal operation, low
increase in normal operation costs
2 Minor Minor impact for small population, some manageable
operation disruption, some increase in operating costs
3 Moderate Minor impact for large population, significant modification to
normal operation but manageable, operation costs
increased, increased monitoring
4 Major Major impact for small population, systems significantly
compromised and abnormal operation if at all, high level of
monitoring required
5 Catastrophic Major impact for large population, complete failure of

systems




Risk Matrix Score

A (almost certain)
B (likely)

C (possible)

D (unlikely)

E (rare)

1 Insignificant 2 Minor 3 Moderate 4 Major
Moderate High Very high Very high
Moderate High High Very high
Low Moderate  High Very high
Low Low Moderate High

Low Low Moderate High

5 Catastrophic

Very high

Very high

Very high

Very high

High

Example Register




Worksheet: construct a risk register

For your scheme flow diagram
5 risks only

Maximum risk (no controls)
Residual risk (with controls)
Use the sheet provided

10 minutes

Element 3.2:
Critical control points




Definition

An activity, procedure or process where control can be
applied, and that is essential for preventing hazards

that represent high risks, or reducing them to tolerable
levels

OR

How will you know when not in control and need to
take action

Decision tree

It is only a guide
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Worksheet: put CCPs on your flow
diagram

For your scheme flow diagram
For your risks
Use the decision tree

10 minutes




Elements 4, 5 and 9:
Monitoring

Validation (Monitoring) — Element 9

Scientific and technical information on process
units, to validate system-specific operational
procedures, critical limits and target criteria

Will it work

Short term

Specific to process steps
Specific to scheme and source

Desk top, manufacturers data, historical data,
published literature, challenge testing, commissioning




Verification Monitoring — Element 5

The final check that overall, barriers and control
measures are working

Did it work

Focus during ‘commissioning’ / ‘proving’ / ‘testing’
Shorter term intense

Longer term merges with Operational Monitoring

Operational Monitoring — Element 4

Planned sequence of measurements and
observations to assess and confirm
performance

Everyday

Online, grab, composite, laboratory
Know how you went

Make ‘operational’ changes

More long term and trend based




What monitoring would you need for
your scheme

Think about it in your dreams ....no time now

Want to know more ....

Fact sheets around the room
Many online tools

Visit the web at
www.thewaterhub.com
(after 19 September)

therese@waterfutures.net.au




